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EXECUTIVE SUMMARY

REDUCING THE CHALLENGES TO MAKING CYBERSECURITY INVESTMENTS
IN THE PRIVATE SECTOR

The underlying objective of the research project described in this Final Report (hereafter referred
to as the Report) was to understand more fully the challenges associated with making
cybersecurity investments in the private sector, and to recommend policies for facilitating the
appropriate level of such investments. Particular emphasis was given to those firms that own
and/or operate assets critical to the national infrastructure. As discussed in Section I of the
Report, we began by developing a conceptual/analytical framework for making cybersecurity
investments. In other words, since cybersecurity investments compete with other investment
opportunities available to firms, they need to be justified in terms of showing that the benefits
exceed the costs (i.e., ultimately, cybersecurity investments become a business decision in the
private sector). This means that companies in the private sector must be able to “make the
business case” for investing in cybersecurity activities in a manner that is consistent with the way
companies consider other investment decisions. We gave specific attention to analyzing the
following three challenges associated with making cybersecurity investments in the private
sector:

* measuring the benefits from cybersecurity investments,

* assessing the risks associated with cybersecurity breaches, and

* quantifying the externalities (i.e., the spillover effects) associated cybersecurity
investments.

As part of our analysis, we developed several testable hypotheses related to the above three
challenges.

We addressed the issues related to the above three challenges using various complementary
research methodologies, beginning with an examination of the relevant existing literature. In a
conceptual paper (published in the Georgetown Journal of International Affairs), we pointed out
that there are systemic problems that make determining the proper levels of cybersecurity
investments difficult for profit-oriented corporations and that these problems tend to result in
corporations underinvesting in cybersecurity. This journal article also discussed policies that
governments could and should adopt in order to foster increased investments in cybersecurity
related activities by profit-oriented corporations.

We then developed analytic models for investing in cybersecurity. One of our analytic models,
based on input-output analysis, resulted in a paper (forthcoming in the Journal of Cybersecurity)
that shows that the potential for government incentives/regulations to increase cybersecurity
investments by private sector firms is dependent on the following two fundamental issues:

* whether or not firms are using the optimal mix of inputs to cybersecurity, and
* whether or not firms are able, and willing, to increase their budget devoted to
cybersecurity.



Several general implications are apparent from our input-output framework. For example, if it
were assumed that the total expenditures by firms on cybersecurity activities (i.e. the budget for
spending on cybersecurity inputs) are fixed, and that firms are already utilizing the optimal mix
of cybersecurity inputs, government incentives/regulations that encourage changes in the
resource allocations among cybersecurity inputs would lower the firms’ level of cybersecurity. In
addition, if it were assumed that the total expenditures by firms on cybersecurity is fixed, but that
firms are not able to determine the optimal mix of cybersecurity inputs, government
incentives/regulations (e.g., mandatory cybersecurity standards) that encourage changes in
resource allocations among cybersecurity inputs could either increase or decrease the level of
cybersecurity in firms. In this latter case, the outcome of such incentives/regulations depends on
whether the government could properly identify the source of cybersecurity resource
misallocations and, in turn, tailor the regulation on inputs to help rectify the misallocation of
resources. Finally, it was shown that if it were assumed that the cybersecurity budget of an
organization is not fixed (i.e., relax the firm’s initial budget constraint), government
incentives/regulations that encourage organizations to increase their cybersecurity investments
could increase the cybersecurity level of such organizations.

Another one of our analytic models examined the effect of externalities on cybersecurity
investment decisions, based on the model used in Gordon and Loeb (2002) and Gordon et al.
(2003b). This model examined how the existence of well-recognized externalities changes the
maximum a firm should, from a social welfare perspective, invest in cybersecurity activities. The
results of this work resulted in a paper published in the Journal of Information Security.

A third paper resulting from our analytic models focused on demonstrating how information
sharing would likely encourage firms to take a more proactive, as compared to a reactive,
approach toward cybersecurity investments. This paper, which is based on a real options
perspective, is forthcoming in the Journal of Accounting and Public Policy. A copy of this paper
(as well as the other published or forthcoming papers noted above) is provided in Section II of
this Report.

As discussed in Section III of this Report, while developing the above noted analytic models, we
concurrently conducted interviews with senior executives involved in cybersecurity investment
decisions (e.g., Chief Financial Officers [CFOs], Chief Information Officers [CIOs], Chief
Information Security Officers [CISOs]). The key findings derived from these interviews with
executives are as follows:

* The portion of the IT budget spent on cybersecurity activities varies from firm to firm,
ranging from 3% to 12% of the IT budget.

* The primary benefits derived from cybersecurity activities come from the cost savings (or
cost avoidance) associated with preventing and/or managing cybersecurity breaches, as
well as reducing the risks of such breaches.

* The expected loss is the dominant means by which the executives expressed the potential
risk associated with cybersecurity breaches.

* There is little, if any, consideration given to externalities when making cybersecurity
investments.
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* Information sharing is potentially very valuable. However, there is a need for some sort
of limited liability protection associated with the cybersecurity related information that is
shared.

e A vibrant cybersecurity insurance market would (or at least could) be beneficial to the
cybersecurity activities of firms.

* There is strong resistance to a greater regulatory environment to improve cybersecurity
by the federal government.

* Critical issues that will impact organizations in the near future are mobile devices, bring
your own device, supporting multiple platforms, and security associated with the cloud.

We also developed four in-depth case studies of firms that had experienced major cybersecurity
breaches, using (heretofore) untapped publically available data. More to the point, what became
apparent was that firms that experienced major, well publicized, cybersecurity breaches were
often subject to severe scrutiny in public documents (e.g., Congressional Testimony and
Corporate Annual 10K and 8K Reports), as well as in the popular press. In fact, as we delved
into examining high visibility security breaches, we realized that most of the information we
were trying to obtain through the case studies was available via public information. The
information provided in these public records and in the popular press included details for specific
companies that were made available by the senior executives responsible for the firms’
cybersecurity activities. Furthermore, the information provided during Congressional Hearings
by executives under oath and information provided to the Securities and Exchange Commission
(SEC) on Annual 10K Reports has face reliability and validity. In addition, these high visibility
cases resulted in a wealth of other publicly available information (e.g., from company websites,
videos, etc.) that could easily be obtained and verified. The companies selected for these case
studies are: Target, Neiman Marcus, RSA, and JPMorgan Chase. As discussed in Section III of
this Report, the key findings derived from these case studies are as follows:

e Until a firm has a significant cybersecurity breach, the disclosure of the firm’s
cybersecurity risks and incidences is extremely limited and, most often, of a boilerplate
nature.

* Once a significant breach occurs, firms immediately, and significantly, increase their
investments in cybersecurity activities (in line with the wait-and-see approach to
cybersecurity investments).

* Although major cybersecurity breaches often have a significant negative effect on the
annual earnings of firms during the year of the breach, the long-term financial impact of
such breaches (e.g., in terms of stock market performance) is usually not significant.

* Major cybersecurity breaches often result in changes among the firm’s senior executives.

Based on the information gathered via the literature review, development of the analytical
models, interviews with executives, and case studies, we developed a questionnaire for
conducting a large scale survey of senior executives (e.g., CFOs, CIOs, CISOs) involved in
cybersecurity related activities. The questionnaire-based survey and its findings are discussed in
Section IV of this Report. Over the next several months, we will be developing several papers,
based on the survey data collected, to submit for publication in various journals and/or for
presentation at various conferences. These papers will focus on the key findings from the survey,
which are as follows:

Vil



* Larger firms are more actively involved in sharing information concerning cybersecurity
activities than are smaller firms.

» There is a significant association between the percentage of a firm’s IT budget devoted to
cybersecurity activities and (1) the degree to which the firm views cybersecurity as part
of its internal control system, (2) the size of the firm, and (3) whether or not the firm has
recently experienced a major cybersecurity breach.

» Estimating the future dollar value of losses associated with cybersecurity breaches is
problematic for all firms.

* Government incentives that are valued the most, in terms of motivating firms to spend
more on cybersecurity related activities, are cost sharing, direct grants, and tax incentives.

* Government incentives related to priority government contracting, expediting the security
clearance process, providing technical assistance, and information sharing do little to
motivate firms to spend more on cybersecurity activities.

» Chief Financial Officers are less optimistic than Chief Information Officers (or Chief
Information Security Officers) when it comes to the ability to anticipate cybersecurity
breaches and to estimate the costs of such breaches.

Besides the publication of journal articles, dissemination of our research results has taken place
via presentations at numerous conferences, forums, meetings and workshops. In addition, the
results of the research have been used to develop a significant portion of a new course developed
for the undergraduate Honors College at the University of Maryland (UMD) entitled
“Accounting and Economic Aspects of Cybersecurity.” This course, which is part of UMD’s
new prestigious ACES (Advanced Cybersecurity Experience for Students) program was offered
for the first time in the spring of 2014 and is being offered again in the fall of 2015. In addition, a
graduate level version of this course has been developed and will be offered for UMD’s Smith
Business School students in either 2015 or 2016. A detailed listing of the above activities is
provided in Section V of this Report.

In Section VI of this Report, we discuss the possibility of establishing a Cybersecurity
Economics Lab (CySEL) to study, and ultimately increase, cybersecurity investments by private
sector firms. The proposed CySEL would:

* Conduct economic experiments in a controlled environment to gain insights on the
effectiveness of various proposed incentives and regulations to spur investments in
cybersecurity by private sector firms,

* Develop and maintain a database on cybersecurity investments and costs (including the
costs of cybersecurity breaches) for longitudinal (as well as cross-sectional) economic
studies, and

* Provide education and training for CIOs and CISOs, as well as other managers in the
private sector, to enhance their ability to compete effectively for scarce internal
cybersecurity funding (thereby, providing a boost to cybersecurity investments in the
private sector). In other words, CIOs and CISOs need to be able to understand the
terminology and business concepts used by those individuals (e.g., CFOs) controlling
organizational funds.

In Section VII of this Report, we make and discuss several general recommendations based on
the findings from this entire research project. These recommendations are as noted below:
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Improve SOX and the SEC disclosure guidance, as they relate to cybersecurity.

Develop incentives for firms to increase their level of cybersecurity investments, taking
into consideration that incentives related to cost sharing, direct grants, and taxes seem to
be the ones judged to be most effective by executives of private sector firms in terms of
motivating their firms to increase investments in cybersecurity.

Encourage the development of a vibrant cybersecurity insurance market.

Continue to work to improve information sharing related to cybersecurity, with particular
emphasis on limiting the liability associated with such sharing.

Develop risk-based models to help firms estimate the benefits from cybersecurity
investments.

Develop a capability to conduct laboratory-based economic studies concerned with
assessing the impact of economic incentives (and possibly regulations) on various
cybersecurity-related issues.

Develop, maintain and analyze, over an extended period of time, a database on
cybersecurity investments, the types of major cybersecurity breaches, and the cost of
cybersecurity breaches.

Provide education and training for private sector firms on “making the business case” for
cybersecurity investments.
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I. INTRODUCTION

This is the Final Report (hereafter referred to as the Report) for our Department of Homeland
Security (DHS) contract, N66001-12-C-0132. The period of performance for this effort was from
October 2012 through May 2015.

The underlying objective of this research project was to understand more fully the challenges
associated with making cybersecurity investments in the private sector, and to recommend
policies for facilitating the appropriate level of such investments. Particular emphasis was given
to those firms that own and/or operate assets critical to the national infrastructure.' In pursuing
this objective, we began by developing a conceptual framework for making cybersecurity
investments. In other words, since cybersecurity investments compete with other investment
opportunities available to firms, they need to be justified in terms of showing that the benefits
exceed the costs (i.e., ultimately, cybersecurity investments become a business decision in the
private sector). This means that companies in the private sector must be able to “make the
business case” for investing in cybersecurity activities in a manner that is consistent with the way
they consider other investment decisions.

In developing this framework, specific attention was given to analyzing the following three
challenges associated with making cybersecurity investments in the private sector: (a) measuring
the benefits from cybersecurity investments, (b) assessing the risks associated with cybersecurity
breaches, and (c¢) quantifying the externalities (i.e., the spillover effects) associated cybersecurity
investments. Several testable hypotheses related to the above three challenges were developed.

The research included interviews with executives, in-depth case studies and a questionnaire-
based survey to examine the above noted three challenges and the specific hypotheses related to
these challenges. In addition, the research included the development of analytic models to
examine issues related to cybersecurity investments and incentives related to such investments.

A. Background and Approach

There continues to be growing concern that profit-oriented firms in the private sector may not be
investing a sufficient amount in cybersecurity. In addition, it is unclear as to whether or not the
funds invested in cybersecurity activities are being allocated in an efficient manner. Since private
sector firms own roughly 85% of the United States’ critical infrastructure assets, the fact that
firms may be underinvesting in cybersecurity and that cybersecurity related funds may not be
invested in an inefficient manner, are important concerns for National Security reasons, as well
as for firm-level success. The results of this research should prove useful to DHS to help mitigate
incomplete and asymmetric information barriers that hamper efficient cybersecurity decision-
making.

' The assets that are critical to the U.S. national infrastructure are generally considered to be those assets that are
vital to the smooth functioning of the economy and defense of the United States. For example, firms in industries
related to communications, defense, energy, food, health care, transportation, etc. are considered to own critical
infrastructure assets.



Congress’ concern with the issues of underinvestment in cybersecurity in the private sector and
the inefficient allocation of funds by private firms among cybersecurity activities is highlighted
by the testimony requested before the House Committee on Homeland Security’s Sub-
Committee on Emerging Threats, Cybersecurity, and Science and Technology on October 31,
2007.% The 2008 report entitled “Securing Cyberspace for the 44th Presidency,” published by the
Center for Strategic and International Studies (written by Representative Langevin,
Representative McCaul, Scott Charney, and Lt. General Harry Raduege), also addressed these
concerns.’ President Obama’s establishment of a senior White House position, entitled
Cybersecurity Coordinator, is another indication of the concern with, and commitment to,
resolving cybersecurity vulnerabilities and threats.*

In January 2011, the Center for Strategic and International Studies, published a follow-up to their
2008 report (also written by Representative Langevin, Representative McCaul, Charney, and
Raduege as report for the 44th Presidency), titled “Cybersecurity Two Years Later.” The report
again raised cybersecurity as an issue of utmost national concern and supported regulation in the
form of “risk based performance standards” (p.8). The Report also noted, with some surprise, the
degree of opposition to government regulation by Internet companies.®”’

B. Making the Business Case

The notion of making the business case for cybersecurity investment decisions involves a
process that consists of several steps. These steps, which are illustrated in Figure 1, provide a
framework for making investment decisions in a rational manner. As shown in Figure 1, the first
step in making the business case for cybersecurity investments is concerned with establishing the
objective(s) of cybersecurity. The primary objective is to develop models and policies for
facilitating the appropriate (i.e., the social welfare maximizing) level of investments in
cybersecurity activities by the private sector firms in the U.S. economy, with particular emphasis
on firms owning and/or operating assets critical to the national infrastructure.

* See: http://homeland.house.gov/Hearings/index.asp?ID=100

3 See: http://www.csis.org/media/csis/pubs/081208_securingcyberspace 44.pdf

* See, for example, http:/searchsecurity.techtarget.com/news/article/0,289142,sid14_gcil357549,00.html

> See: http://csis.org/files/publication/110128 Lewis_CybersecurityTwoYearsLater Web.pdf

® See page 4 of the Report.

7 With the apparent likelihood of some government action increasing, Internet companies, concerned about
regulatory intrusions and restrictions, recently proposed that the government institute a collection of incentives,
including research and development tax credits, to stimulate enhanced cybersecurity. See:
http://www.technewsworld.com/story/cyber-security/72064.html?wlc=1308529013



Figure 1. The Business Case for Cybersecurity Investments

1. Specify Organizational Cybersecurity Objectives

2. Identify Alternatives for Achieving Cybersecurity
Objectives

3. Acquire Data and Analyze Each Alternative Identified

4. Conduct Cost-Benefit Analysis and Rank Order the
Alternatives Identified

5. Control (Post-auditing)

Source: Gordon and Loeb, 2006a, pp. 116 and 131.

The second step in making the business case for cybersecurity investments is to identify the
cybersecurity opportunities and/or challenges associated with accomplishing the objective(s). In
terms of the research reported here, that means identifying the opportunities and/or challenges
associated with cybersecurity investments. The third step in making the business case for
cybersecurity investment decisions is to develop the necessary data for comparing the various
cybersecurity investment alternatives. The fourth step in making the business case is to perform
the necessary analysis to compare the alternatives generated. This comparison is usually done
with the aid of cost-benefit analysis and results in the allocation of funds to various cybersecurity
investment options.®

Once funds are allocated to specific cybersecurity investments, the fifth (and final) step in
making the business case is to assess the efficacy of the resource allocation decisions (i.e., the

¥ The cybersecurity literature often refers to this analysis as computing the Return on Security Investments (ROSI).
For a discussion of why cost-benefit analysis, rather than ROSI, is the preferred method, see Gordon and Loeb
(2002b).



control step) with a view toward improving future investment decisions. In terms of the research
presented here, that means examining how firms evaluate the success of the cybersecurity
investments. As illustrated in Figure 1, the above needs to be thought of as an iterative process,
rather than a simple sequential process.

C. Challenges and Hypotheses Related to Cybersecurity Investments

The above process associated with making the business case for cybersecurity investments
becomes particularly thorny at the third step, where the data necessary for comparing the benefits
and costs of various cybersecurity investment options need to be generated. More to the point,
the benefits (B) associated with cybersecurity investments need to be compared to the costs (C)
associated with such investments in terms of discounted cash flows. This analysis is usually
referred to as cost-benefit analysis, as shown in the fourth step of Figure 1.

For typical capital investments (e.g., investing in a new product or service to be sold in the open
market), the benefits are derived from expected future discounted cash flows associated with the
project. The risks associated with these benefits are usually considered by discounting future
cash flows by a firm’s cost of capital. The difference between the value of the discounted net
cash flows and the costs of the project is the net present value (NPV). The basic model for this
cost-benefit approach is shown below in Equation 1.’

"B -C
NPV ==C,+ Y —— Eq. 1

= (1+ k)t

Where NPV=net present value, B=benefits (in terms of cash flows) associated with the
investment, and C=costs (in terms of cash flows) associated with the investment, k= the discount
rate and usually represents the firm’s cost of capital, t=time period t, and n=the number of time
periods being considered for the investment.

? The use of cost-benefit analysis for efficiently allocating scarce resources (i.e., making the business case) is well
established in the capital investment/budgeting literature (e.g., see Gordon and Loeb, 2006).



Figure 2. Selecting the Optimal Level of Cybersecurity

Dollars

Cost of Cyber-
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The NPV model gives rise to a simple decision rule for accepting or rejecting additional
cybersecurity investments, including the allocation of funds to particular projects. This rule is as
follows: accept the security investment if the NPV > 0, reject it if the NPV <0, and be
indifferent if the NPV = 0.

Figure 2 provides a representation of the preceding discussion in terms of appropriate level of
total cybersecurity investments. As shown in that figure, the goal is to invest in cybersecurity at a
level where the total costs of cybersecurity investments and breaches are at a minimum. If you
were to consider the real options (a real option is the right to undertake some business decision
in the future) associated with cybersecurity investments, the above decision rule would need to
be modified.

In making the business case for cybersecurity investments, private sector firms encounter

significant added challenges that are not generally faced when making the business case for more
traditional capital investments, such as investments related to producing a new product or service
to sell in the open marketplace. The added challenges are primarily in regards to the utilization of



cost-benefit analysis. These challenges, as well as testable hypotheses associated with these
challenges, are described below.

1. Measuring the Benefits from Cybersecurity Investments

The first special challenge/barrier associated with making the business case for
cybersecurity-related investments by firms in the private sector concerns the difficulty in
measuring the ex-ante and ex post benefits derived from such investments. These benefits are
derived largely from the cost savings associated with potential cybersecurity breaches that
are prevented due to the investments.'® Thus, cybersecurity-related investments generally fall
into the capital investment category known as cost savings (or cost avoidance) projects.

In terms of resource allocation decisions, cybersecurity investments need to compete with
other organizational investments. In private sector organizations, investments are often
classified as revenue generating, cost savings, or compliance (must do) projects (see Gordon,
2004, Chapter 12). A strong bias exists in the private sector firms toward investing in
revenue generating projects because of the emphasis by investors on revenue growth of
companies. Consequently, making the business case for cost savings projects is particularly
difficult relative to revenue generating projects. In revenue generating projects (e.g.,
investing 11}1 a new product line), the ex post benefits can be observed in terms of the new
revenues.

In the case of cybersecurity related investments, the benefits from such projects are primarily
derived from the costs of security breaches that the projects prevent. Clearly, these costs must
be estimated rather than actually observed. In other words, the costs of breaches that are
prevented (i.e., never arise) cannot be observed. Furthermore, these cost savings involve
implicit costs, as well as explicit costs. The explicit costs are easier to quantify. They relate
to the costs of such things as detecting and correcting security breaches. Some of these costs
will be of a direct nature, whereas other costs will be indirect in nature. In terms of indirect
costs, there are potential national security cost savings associated with cybersecurity breaches
that would affect infrastructure assets. The implicit costs relate to the costs associated with
potential legal liabilities, and lost sales, accruing to firms as a result of security breaches
because additional security investments were not made. For private firms, these costs often
significantly exceed the explicit costs. A useful way to look at costs savings is in terms of
explicit vs. implicit costs and direct vs. indirect costs, as shown in Figure 3. Of course,
estimating the ex ante cost savings (which represent the benefits) derived from cybersecurity
investments poses a difficult challenge/barrier for investments in cybersecurity by private
sector firms.

' Although cybersecurity investments can generate new revenues as a result of a firm’s ability to develop a
competitive edge in terms of cybersecurity, the bulk of the benefits generally derive from preventing cybersecurity
breaches.

" For must do projects (e.g., pollution abatement investments), the ex post benefits are in terms of the explicit
penalties associated with not investing in such projects. These penalties generally can be derived and provides a
strong economic incentive to invest in such projects.



Figure 3: Conceptual View of Costs of Security Breaches

Direct Costs Indirect Costs

Explicit Costs

Implicit Costs

The challenge/barrier associated with estimating the benefits associated with investing in
cybersecurity investments also surfaces when trying to evaluate the performance of
cybersecurity investments actually made. That is, deriving the ex post benefits from actual
cybersecurity investments is far more difficult than evaluating the ex post benefits from
revenue generating projects. The reason for the extra difficulty is due to the fact that the ex
post benefits cannot be observed. Thus, the ex post benefits must be estimated by computing
the difference between estimated costs of security breaches without the additional
cybersecurity investments to actual costs of security breaches with the additional
cybersecurity investments.

The above discussion led us to consider the first generic hypothesis that underlies the
research reported in this Report. This hypothesis is stated below, in the alternative form.

H1: The uncertainties associated with measuring the benefits from cybersecurity have
created a situation such that it is more difficult for managers to get funds for cybersecurity
investments than for investments related to traditional revenue generating projects.

2. Risk of Cybersecurity Breaches

The second special challenge associated with making the business case for cybersecurity-
related investments by firms in the private sector concerns the unusual difficulty in assessing
the risk associated with cybersecurity breaches. Cybersecurity risk relates to the probability
of breaches materializing as a result of different vulnerabilities and potential threats. The size
of the potential loss associated with cybersecurity breaches is another aspect of the risk.
Given the highly uncertain nature of such threats, vulnerabilities, and the potential losses
associated with cybersecurity breaches, risk analysis pertaining to cybersecurity breaches is
as much an art as it is a science. Consequently, the common practice for considering
traditional capital investments among private firms of using the cost of capital to discount the
future cash flows (i.e., the difference between the Bs and Cs in Equation 1 above) usually is
not sufficient to properly consider the risk associated with cybersecurity investments. In a
similar vein, estimating the expected loss associated with a security breach does not properly
address the issue of risk for cybersecurity investments.



The fact that the risk associated with security breaches is difficult, at best, to specify does not
reduce the importance of conducting risk analysis associated with cybersecurity investments.
It does, however, present a serious challenge/barrier to those private sector managers
proposing cybersecurity investments when competing for funding with more traditional
revenue generating investments, such as an investment to initiate a new product line where
the firm’s cost of capital is often viewed as the appropriate discount rate to use in Equation 1.

The above discussion led us to consider the second generic hypothesis that underlies the
research described in this Report. This hypothesis is stated below, in the alternative form.

H2: Most individuals involved in making cybersecurity investments poorly understand the
risk associated with cybersecurity investments.

3. Externalities: The Need for Incentives and Regulation

The third special challenge associated with making the business case for cybersecurity-
related investments by private sector firms relates to quantifying the externalities (i.e.,
spillover effects) associated with cybersecurity investments. These externalities result from
the fact that cybersecurity investments (and the lack thereof) by one firm have spillover
effects, including the free-rider and tragedy of commons effects, on other firms. For example,
as one firm invests more in cybersecurity, there are positive spillover effects that will likely
reduce the incentives for other firms to invest in cybersecurity. Alternatively, poor
cybersecurity by one firm will likely have negative spillover effects on other firms.

Regretfully, there are often no incentives for the culpable firm to invest in cybersecurity to
correct the negative spillover effects. Furthermore, measuring these externalities falls largely
under the domain of welfare economics, which is tricky, at best, to quantify. The above
notwithstanding, there is a growing belief among researchers and policy makers that
economic incentives are required in order to get private sector firms to make the requisite
investments in cybersecurity. There are also those who believe that economic incentives
alone will not resolve the issue of externalities associated with cybersecurity investments.
Thus, many argue that additional government regulations are required to achieve the desired
goal in terms of private sector investments in cybersecurity. An analogy that is often made, in
this latter regard, is in terms of seat belts for automobiles. Not using seat belts in automobiles
has negative externalities in terms of the social costs relating to hospital costs associated with
injuries to people that are involved in car accidents. Unfortunately, incentives alone did not
get most people to buy automobiles with seat belts, let alone buckle-up. Instead, it took
government legislation forcing automobile manufacturers to make seat belts a standard
automobile requirement, and driving laws to force people to buckle-up.

The above discussion led us to consider the third generic hypothesis that underlies the
research reported in the report. This hypothesis is stated below, in the alternative form.

H3: Due to externalities, when firms